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BACKGROUND



BACKGROUND

NEURAL NETWORKS

A neural network Is a function
with trainable parameters that
learns a given mapping. For
example,
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BACKGROUND

NEURAL NETWORKS

Structure

Input Layer € R® Hidden Layer € R Hidden Layer € R* Output Layer € R?




BACKGROUND

NEURAL NETWORKS

Activation
Functions fla) 1, o
sigmoid
............ Rel.U p
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----- soft Rel.U




BACKGROUND

NEURAL NETWORKS

With Activation
Function

Input Layer € R® Hidden Layer € R Hidden Layer € R* Output Layer € B3




BACKGROUND

NEURAL NETWORKS

The output of a neural network F(X) Is a
probability distribution (p,q,...) where

* p Is the probability of class 1
* g Is the probability of class 2




BACKGROUND

NEURAL NETWORKS

Loss Function

The measure of how accurate the network is. Usually minimized
with gradient descent technique.

What’s the “cost”
of this difference?

Utter trash




BACKGROUND

NEURAL NETWORKS

Gradient
BEsE &N inimize the loss function to reasonable small value.

10



BACKGROUND
NEURAL NETWORKS

Two iImportant things to
notice
* Highly Non-Linear

* Gradient Decent



BACKGROUND

WHERE IT ALL STARTED

ImageNet

*ImageNet 2011 best result: 75%
accuracy No Neural Nets Used

*ImageNet 2012 best result: 85%

accuracy Only top submission uses
Neural Nets

*ImageNet 2013 best result: 89%

accuracy ALL top submissions use
Neural Nets

* The best accuracy today is 97%
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BACKGROUND

SELF-DRIVING CARS

ML and NN in self-driving / autonomous
cars

*Tremendous potential to make
autonomous vehicle a reality

*Alotif companies are inrace to  pggni  ECA
produce safe and secure  Technologies
autonomous vehicles Autoliv

Some of the companies are
mentioned here on right

* NCAT efforts towards autonomous
vehicles
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BACKGROUND

SELF-DRIVING CARS

Envisioned ML
applications

* Predicting road conditions
* Interaction with other vehicles
* Recognizing risky road condition

* Assisting drivers in decision makin
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BACKGROUND

SELF-DRIVING CARS

Vulnerabilities in ML and
NN

* Defense against different attacks

* Easily fooled

* Getting a lot of attention

* One example of Adversarial attacks | -

in image classification Hummingbiro
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BACKGROUND

SELF-DRIVING CARS
Compromised model

* Could misclassify certain thing, one example down below

Adversanal Traffic S1gns

Original

Adversarial

L) @
Ll @

Classified as:  Stop Speed limit (30)




BACKGROUND

SELF-DRIVING CARS

Compromised model

* \WWhich can result in this
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MOTIVATION

SELF-DRIVING CARS
To make them reality

» Safety of highly critical application
* Investigate and design methods for secure ML models.
* Create attacks to continuously test the current models.

e Customers trust
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INTRODUCTION TO EVASION ATTACKS

EVASION ATTACKS
Definition

* Given an input X, and any label T

° Find an X' close to X

P SO that F(XI) — Target CIaSS Adversarial Traffic Signs

. Original
* For example as mentioned before .

|
Adversarial .
F, - =

21 Classified as:  Stop Speed limit (30)




INTRODUCTION TO EVASION ATTACKS

EVASION ATTACKS
Adversarial Examples

* Gradient descent works very well for training neural networks. Why
not for breaking them too ?

e Formulation : given input x , find x” where
* minimize d (X, x") such that,
F(x’) =T and X’ is valid.

* Gradient descent to the rescue ?

* Non-linearity constraint are difficult
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INTRODUCTION TO EVASION ATTACKS

EVASION ATTACKS
Reformulation

* Moving constraints to objective function

°* minimize

dXx,X)+gx)

such that x’is valid

* Where g(x’) Is some loss function how on close F(x’) is to the target T

cgx') <
cgx') <

23

0if F(x)=T
1if F(x)! =T



BACKGROUND AND THREAT
MODEL



BACKGROUND AND THREAT MODEL

SELF-DRIVING CARS
Components

Eenﬁnr

,_.
= lJElAR

¥ Sensor

’ hnagE " Hﬂdﬂf ' ;Eﬁiz;
Sensor EEHEHT




BACKGROUND AND THREAT MODEL

SELF-DRIVING CARS
Threat Model

e Infotainment

* Access to attacker

- Adversarial example from sensor [

* Result In misclassification




BACKGROUND AND THREAT MODEL

SELF-DRIVING CARS
Threat Model

* They use models from Udacity Challenge
2014

* Where the steering angle is predicted
based on imagery dataset.

* \White-box Attack I1s considered

e Stealthy perturbation
* To avoid human suspicion by looking at camera
* To avoid detection by anomaly detection software
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ATTACK ALGORITHM



ATTACK ALGORITHM
DNN ARCHITECTURE

Prerequisites

* Classification problem for lane change.  =;

*Angle threshold for left, right and

8000 A

straight.

Images count
[#)]
o
o
o

I
(=
o
=

*Regression problem for angle ...

prediCtion ° —é.O —:IL.5 —ll.O -0.5 0.0 0.5 le 1:5 2j0

Steering angle

e Same as Udacity challenge 2.

29

s Ennch and N\/IDIA Maodale



ATTACK ALGORITHM

DEEP NEURAL NETWORK
ARCHITEETURE

g : * 25 million total parameters
e Classification model

* For regression the softmax layer is

removed
:nmp;se Layer Architecture and Hyper-parameters
Convolutional + Rel U] 32 filters of size 3 x 3 x 3
MaxPooling Filter 2 x 2
Dropout Fraction 0.25
Convolutional + Rel U 64 filters of size 3 x 3 x 32
MaxPooling Filter 2 X 2
Dropout Fraction 0.25
|_Convolutional + RelLU 128 filters of size 3 X 3 X 64
MaxPooling Filter 2 x 2
Dropout Fraction 0.5
= Fully-Connected + RelLU Neurons 1024

— Dropout Fraction 0.5

Fully-Connected + Softmax  Neurons 3

TABLE I: Epoch Model Architecture
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BACKGROUND AND THREAT MODEL
DEEP NEURAL NETWORK

ARCHVDEETURE

* 467 million total parameters

e Classification model

* For regression the softmax layer is

removed .
Layer Architecture and Hyper-parameters
Batch Normalization Layer
Convolutional + ReLU 24 filters of SiZe b X b X 3
onvolutional + Re ters of size O X 9 X
— ~ Convolutional + ReL.U 48 filters of size 5 x 5 x 36
Convolutional + RelLU 04 nlters of s1ze & X 3 X 48
Convolutional + ReLU 64 Tilters of size 3 X 3 X 04
Fully-Connected + ReLLU Neurons 582
~ Fully-Connected + ReLU Neurons 100
Fully-Connected + KelLU Neurons JU
Fully-Connected + RelLU Neurons 10
Fully-Connected + Softmax  Neurons 3

TABLE II: NVIDIA Model Architecture
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ATTACK ALGORITHM

DNN ARCHITECTURE

Evasion attacks against direction
QLF’r?eS&%ﬁ@ébQQf same gradient decent
 Perturbation measurement using L,

» [., attack by Carlini and Wagner
minimizey||x — Xo|l + A e max{(max ;.+:{g;(x)} — g+(x)), 0}

* Where x is the perturbed image, xg is the original, j and t are the
misclassification and proper classification, respectively.

* A is the hyper parameter to control between success rate and
perturbation.



ATTACK ALGORITHM

DNN ARCHITECTURE

Evasion attacks against direction

Q%Wf?ﬁ%ﬂ%nction for attack algorithm in the paper

oll+ce f(x+ 0)

minimize,
such that (x + 0)€[0,1]¢
f(x+0)=(max(Z(x +0) jz) — Z(x +0);)"

wheret — original class, j # t — adversarial target class

* While o is the perturbation, f (x 4+ 0)is the objective function,

*c Is the hyper parameter to control between success rate and
perturbation.



ATTACK ALGORITHM

DNN ARCHITECTURE

Evasion attacks against steering angle regression

PK??QH’%%% IS to maximize the MSE predicted response vs true
response.

* The following function is optimized to find adversarial image.

minimize, |loll—ceg(x+0,V)
such that (x + 0)€[0,1]¢
gx+0o,y)=(F(x+0)—y)?

* Where o is the perturbation, F (x + o)is the objective function,

*¢ Is the hyper parameter to control between success rate and
Dertiirbation



EXPERIMENT AND RESULTS



EXPERIMENTS AND RESULTS

EXPERIMENTS

Database

Crop Resize

- Used 33,608 images from Udacity L
challenge 2. o

* Preprocessing
* Crop them to 640 x 420
* Resize to 128 x 128 pixels.

» Setting the classification thresholds at
0.15 in histogram

Images count
[=)]
o
o
o

-20 -15 -1.0 -05 00 05 10 15 2.0
Steering angle




EXPERIMENTS AND RESULTS

TRAINING

Training Results N-EStiiem
[ [ ] l
* 10-fold cross validation el = |
* Hyperparameters ) } | = W}
* Accuracy -
* Classification accuracy Parameter Value

* Epoch model is 90% ,
g ’ Learning rate 0.01

* NVIDIA is 86% Moinetiti:. 09
* Regression Accuracy Batch size 128

* Epoch model is MSE of 0.03 Epochs 50

37



EXPERIMENTS AND RESULTS

ATTACK RESULTS
Attack results for direction prediction

* 300 Images used for 3 classes. P

* Select two 2 values for targeted
adversarial class.

Attack success ra
o o

Attack success ra
(=] o

 Optimal parameter ¢ is selected using
binary search starting from 0.001

== L2 Carlini attack = L2 Carlini attack

¢ AttaCk Success rate | e O&zaximumot‘;—norm g;?turbatigza oo h ’ lr?1a><imun’\zlr?}norm p)gr‘(urbatiol::J
* Epoch model with 0.82 L, norm (a) Epoch model (b) NVIDIA model
* Nvidia model with 121 L, norm

P

* ROC
* Without / With attack
* From 1to 0.62 for 0.75 L, norm perturbation

True Positive Rate
True Positive Rate

—— No attack (AUC = 1.00) ,f’ —— No attack (AUC = 1.00)
H 0.2 4 Attack d = 0,71 (AUC = 0.92) 0.24 - Attack d = 20 (AUC = 0.92)
® AttaCk TI me —— Attack d = 0.72 (AUC = 0.73) e —— Attack d = 30 (AUC = 0.83)
. - Ld —— Attack d = 0.75 (AUC = 0.62) ey — Attack d = 40 (AUC = 0.76)
5 and 25 seconds respectively for Epoch and e ez s s o8 1o 00 ez o s : o
False Positive Rate False Positive Rate

Nvidia
38 (a) Epoch model (b) NVIDIA model



EXPERIMENTS AND RESULTS

ATTACK RESULTS
Original Images vs Adversarial Images

(a) Input image, "straight’ (b) Adversanal image, “left’ (c) Adversanial image, "right’ {a) Input image, "straight’ (b) Adversarial image, "left” (c) Adversarial image, "right’

(d) Input image, “left” (&) Adversarial image, "straight” (fy Adversarial image, “right’ (e) Adversarial image, "straight’ (fy Adversarial image, "right’

. i - o~ Wala . i g) Input image, ‘right’ h versarial image, "straight” Adversaris age, “lefi”
{g) Input image, "right (h) Adversarial image, "straight (i) Adversarial image, “left G gt % R Advaraiciel Hinge.. g S Advasaial honge. el

Epoch Nvidia Model
Model




EXPERIMENTS AND RESULTS

ATTACK RESULTS
Attack results for steering angle orediction

e 100 images used for attack. Percentile MSE ratioc Perturbation
_ _ 10% 1.19 0.007
* Optimal parameter ¢ Is selected 25% 1.38 0.02
using binary with best value = 100 s 2 s
2% 3.3 2%
e Attack success rate e o ey
* MSE ratio vs L, norm
*90% of have 0.52 L, norm for |
adversarial images.
* Model performance St
* CDFs of regression model with and
without attack. Rl s

.01

: s s i " =
40 0000 0002 0004 0006 0008 0010 0012 0014
MSE value



EXPERIMENTS AND RESULTS

ATTACK RESULTS
Original Images vs Adversarial Images

(a) Input image, Predicted angle = -4.25, MSE = 0.0016 (b) Adversarial image, Predicted angle = -2.25, MSE = 0.05




EXPERIMENTS AND RESULTS

ATTACK RESULTS
Original Images vs Adversarial Images

(a) Input image, Predicted angle = -4.25, MSE = 0.0016 (b) Adversarial image, Predicted angle = -2.25, MSE = 0.05
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CONCLUSION

CONCLUSION

*Open Problem
e Defense mechanism are needed for ML / NN models

* Related Work

* Defense Distillation Technique
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CONCLUSION
BACKUP SLIDES

Activities ] Terminal v Thu 11:44 T B~

Processes Resources File Systems

File Edit View Search Terminal Help CPU History
89000 images, 1224438 messages processed...
90000 images, 1225438 messages processed...
91000 images, 1226438 messages processed...
92000 images, 1227438 messages processed...
93000 images, 1228438 messages processed...
94000 images, 1229438 messages processed...
94562 images, 1230000 messages processed...
95000 images, 1230438 messages processed...
96000 images, 1231438 messages processed...
97000 images, 1232438 messages processed...
98000 images, 1233438 messages processed...
99000 images, 1234438 messages processed...
100000 images, 1235438 messages processed...
101000 images, 1236438 messages processed...
102000 images, 1237438 messages processed... [ cPu1 1.6% I cPu2 100.0% [ cPu3 0.0% I cPu4 4.0%
103000 images, 1238438 messages processed... I crPus 0.0% I crus 1.0% I cPu7 3.9% I crPus 2.0%
104000 images, 1239438 messages processed... I crud 4.0% I cPu10 2.0% I cPui1 100.0% I crui2 97.0%
104562 images, 1240000 messages processed...
105000 images, 1240438 messages processed...
106000 images, 1241438 messages processed...

80%

60 seconds 50 40 30 20 10 0

Memory and Swap History

107000 images, 1242438 messages processed... o —
Writing done. 107010 images, 1242448 messages processed. fg/f‘/' = o
(ml_gpu) khan@khan-XPS-15-9570:~/Desktop/machine_learning/udacity-driving-reader —
= 3 |:| I === . 60%
khan@khan-XPS-15-9570: ~/Desktop/machine_learning/EvasionAttacksSDC-master/classific...® & /,/—/”//
==l
File Edit View Search Terminal Help Jﬂ,,/// 40
(ml_gpu) khan@khan-XPS-15-9570:~/Desktop/machine_learning/EvasionAttacksSDC-mast //////
er/classification$ python train_nvidia_model.py = 0
Using TensorFlow backend. ol
60 seconds 50 40 30 20 10 [ %
Memor: ‘ Swap
15.2 GiB (99.5%) of 15.3 GiB 1.9 GiB (96.4%) of 2.0 GiB
Network History
200 Ki8fs
16,0 Kig/s
12,0 ks
8.0 KiB/s
/\ 40K
|
0 bytes/s
60 seconds 50 a0 30 20 10
Receiving 0 bytes/s Sending 0 bytes/s
Total Received 12.9 MiB TotalSent 4.4 MiB
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BACKUP SLIDES

Activities ] Terminal v Thu 11:44 T B~

Processes Resources File Systems

File Edit View Search Terminal Help CPU History
89000 images, 1224438 messages processed...
90000 images, 1225438 messages processed...
91000 images, 1226438 messages processed...
92000 images, 1227438 messages processed...
93000 images, 1228438 messages processed...
94000 images, 1229438 messages processed...
94562 images, 1230000 messages processed...
95000 images, 1230438 messages processed...
96000 images, 1231438 messages processed...
97000 images, 1232438 messages processed...
98000 images, 1233438 messages processed...
99000 images, 1234438 messages processed...
100000 images, 1235438 messages processed...
101000 images, 1236438 messages processed...
102000 images, 1237438 messages processed... [ cPu1 1.6% I cPu2 100.0% [ cPu3 0.0% I cPu4 4.0%
103000 images, 1238438 messages processed... I crPus 0.0% I crus 1.0% I cPu7 3.9% I crPus 2.0%
104000 images, 1239438 messages processed... I crud 4.0% I cPu10 2.0% I cPui1 100.0% I crui2 97.0%
104562 images, 1240000 messages processed...
105000 images, 1240438 messages processed...
106000 images, 1241438 messages processed...

80%

60 seconds 50 40 30 20 10 0

Memory and Swap History

107000 images, 1242438 messages processed... o —
Writing done. 107010 images, 1242448 messages processed. fg/f‘/' = o
(ml_gpu) khan@khan-XPS-15-9570:~/Desktop/machine_learning/udacity-driving-reader —
= 3 |:| I === . 60%
khan@khan-XPS-15-9570: ~/Desktop/machine_learning/EvasionAttacksSDC-master/classific...® & /,/—/”//
==l
File Edit View Search Terminal Help Jﬂ,,/// 40
(ml_gpu) khan@khan-XPS-15-9570:~/Desktop/machine_learning/EvasionAttacksSDC-mast //////
er/classification$ python train_nvidia_model.py = 0
Using TensorFlow backend. ol
60 seconds 50 40 30 20 10 [ %
Memor: ‘ Swap
15.2 GiB (99.5%) of 15.3 GiB 1.9 GiB (96.4%) of 2.0 GiB
Network History
200 Ki8fs
16,0 Kig/s
12,0 ks
8.0 KiB/s
/\ 40K
|
0 bytes/s
60 seconds 50 a0 30 20 10
Receiving 0 bytes/s Sending 0 bytes/s
Total Received 12.9 MiB TotalSent 4.4 MiB
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BACKUP SLIDES

Activities [£] Terminal v Thu 11:44 T B~

I File Edit View Search Terminal Help CPU History

maCWPE_ 89000 images, 1224438 messages processed.
. learning 90000 images, 1225438 messages processed.
91000 images, 1226438 messages processed.

Processes Resources File Systems

80%

93000 images, 1228438 messages processed.

E 94000 images, 1229438 messages processed.

m 92000 images, 1227438 messages processed.

94562 images, 1230000 messages processed.
95000 images, 1230438 messages processed.
96000 images, 1231438 messages processed.
97000 images, 1232438 messages processed.
98000 images, 1233438 messages processed.
99000 images, 1234438 messages processed.
100000 images, 1235438 messages

101000 images, 1236438 messages ’

102000 images, 1237438 messages [ cPu1 40.8% CPU2 30.7% I cPu3 37.7% I crus 72.7%
103000 images, 1238438 messages I crus 52.4% I crus 39.2% I crPu7 33.3% I crus 45.5%
104000 images, 1239438 messages I cPu9 44.0% CPU10 27.1% CPU11 43.8% I crPu12 61.0%
104562 images, 1240000 messages
105000 images, 1240438 messages
106000 images, 1241438 messages

40%

20%

Memory and Swap History

B

107000 images, 1242438 messages processed... A
Writing done. 107010 images, 1242448 messages processed. " o
(ml_gpu) khan@khan-XPS-15-9570:~/Desktop/machine_learning/udacity-driving 3 —
-master$ D i
— 0%
khan@khan-XPS-15-9570: ~/Desktop/machine_learning/EvasionAttacksSDC-master/classific. ,/7/’/
Y il
File Edit View Search Terminal Help j,,/f/ o
(ml_gpu) khan@khan-XPS-15-9570:~/Desktop/machine_learning/EvasionAttacksSDC-mast ///‘”/
er/classification$ python train_nvidia_model.py ~ 20%
Using TensorFlow backend.
Killed 0%
(ml_gpu) khan@khan-XPS-15-9570:~/Desktop/machine_learning/EvasionAttacksSDC-mast ©0seconds > © 0 2 ° .
er/classification$ Memory Swap
2.3GiB (15.0%) of 15.3 GiB 1.9 GiB (95.1%) of 2.0 GiB
Network History
200Kifs
16.0 KiB/s
2.0KiB/s
8.0 KiB/s
a0Kiefs
60 seconds. 50 40 30 20 10 0 PR
Receiving 144 bytes/s Sending 155 bytes/s
Total Received 12.9 MiB TotalSent 4.4 MiB
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